Reply to Pre Bid

for Tender Reference Number

-4/3/2024-Re m unit, Tender ID 2024 NAI 796263 1
RFP Document Reference(s) (Section & Page
5.NO (s} (Sect B Content of RFP requiring Clarification(s) Points of Clarification | Remarks
Number (s)
Amazon Web Services
3. Conlesmance (o Tier B Ter I (5 paints|
Hptime institute Tier standarck {meriored in chiuse] an b Canfermance to Tier W with byparscafe
provided 1o enserd chud infra meets concurren capabiling® |11 poinks)
maintaEmabity, However, such standands alge restrict global C 150 22301 wih Hyperscale capabilitg® {10
cloud provides (AWS, MirainP, Google, Oracla) wits points)
Teibilitias 1o expand and improve performances thal sxcesds *Hyperscals capabilty:
suncurrent maintainabiizy sandirds and prowidieg metrics not L. Abibty to rapidly scake resowreel up/down
Page 10 tracked by Untime Bsiitube. in this regard, coly few CSP nen hyperscabers) 1o
1, Data Center with limitec regional prasence siquire TIER accommedste fluctuating demand without
1. Tierm cerificEtion g0 mainten minimum TIER requimment, while ih!'-ﬂbﬂ plan capadity or prosision resourcas)
7. Tiae Iy gkabal C5F do not enderake such cemificslion on acoount of in
3. Ther N vl rﬂsh‘n:ﬂﬁ'ﬂbrlfplil'ru Insfibsie to enhance pedormance SANOE Corigandum
1 Huperscaie Hesing bayand defined in cerbfication. Flease neta, on accaunt of X ahility 1o préndglon respisroes on demand | Wil e ssued
: shove, MEITY has also not maadated | racegrized Uptime with soon
s Sgn-r:ulnd ceriication for messuring resilience of data center no long=tarm cammitmant
BV, pra-actimie A3 a0 aXernabe bo Measury feturity and resilience of C5F Infa
Sepurity, S0 WEN
Progectian

2 tha intent of 1Be clause, we suppest recognition of B03330]
alsn af At of the dause as 50 23307 specifies reguirementy
to implement, maintain and imgooee @ business conteuity
wiich alicws for Data cener resBence and enhance resilience,
Faase note that 1S022301 afows C5P ba continually snfance
seourity and mdsilience of deta center thereby maoting 1ha
lrvbzed of the cause.

1. Awailabiliy al natve managed ANML big
data

anakgtics abe. gapaitss bo accammosdate for
Ny
future eguirements
Doeumant Aeguirement: C5P certffication
and
URL conlérng mesting neguinemment ol
0 TIER NV, Hyoerscale Definition
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Page I0:
1 Dats Center
1. Thar 1Nl
1 Tier ¢
4. Tier I¥ with
Hyparicale Hosting,
Edge Services and
AL pro-activate
BRCutity, S0 WaN
profecticn

The definition for "Hyperscale Hesting. Edge Sarvices and
AUMIL pro-gstivate security, S0OWAN protection” Is nick
irdustry standard. In this regard, It i5 essentisd to elaborate an
the above definitien in AFP fo ersurs right metric of
measurement for all hids

4. Condarmance ko Tier 111 Tier ¥ {5 points)
b. Corformance o Tier IRAY with hypsracals
capahilty® (10 pointa)
£, 150 22301 with Hyperscala capabiliiy® {10
pintsh
(REFER Abgrew Choery for Hyperscale
definities
pdapased)

Edge Services:

1 CSP's CON saraic 00 pravice low Fatency
acemny of abhilekh pated to end users through
multiple edge location all across Irddia
1. 00 should provide canabiity tn run code

at Lorrigendum
edge locations to customine and celiver Wetll b [ssimd
ol sean
persoralized to end usars depanding an thei-
Ication
AL pro-active security:
CSP shauld pecdide ML Bised threat
deotection
FEstm o continuausly manibor network for
wgnd of malclous activity and unausthosiz e
batharrior across MAT warkioacs
50 WAN Protection:
1. Cate should be encrypbed imstransit angd &
rest Lo provent savissrepping and
immathanzed
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Pags 10

d. Data Cenfor
Uptime & Cinject Ubject Srorege Service dvalability &
Crarabdity Durzbility:
1. Uintima 55.9% 1 Object Storage Avallabdity of 93.9%,
E¥gac) Sborage EObgact
Durabdlity Starage Durahbilny 9999309900975 (9 Mines|
59.999099969% (9 2. Dbject Starage Ausitabiliby 49,993 8 0bkdee)
Nines) Query A Dats Center Liptime s overksp cliuse 18 abowe clause Starsge Ourability 93 999399309995 (11
2. Uptime 99,99% ard redundant ps TIER 11 cerification by defaudt means HiEs CoerigeEndum
&0bject Storage dalfined Data Center uptirme. Having said this, & is s2sumed that 3. Ofoject Storage Avaliabling 99,995% W B issaae]
Durakiity Ml reguines such measurement to avadability of stodaps &Objeck waan
92 999999999095 (1] vervices with minimal downzimaydate fm. Starage Durshibty 95 SeURsassgm, (11
Minves W]
3, Uptime 29 595% Deiument Repuiement:
BObject Starage L Othject Sorage Sardcs Awailabdity for at
Burabidity least
9999999999955 | 11 at &
irinsh 2. Public (&L
Page X
mlﬁf:::fiﬁzm MEITY Empaneimant was intradiced m india in 2007 and e
Sesiiding apehaied hence there e no experence of MSFS price 1o that in gareral; ”;"":1:‘*“:1 Corrigendum
i hence reguest the masimum erper ence reguirement to be 5 -,.5 s : W be kzxued
siorage AR Years = 10 PEky =00
Pags 26
Soapo af warks
Eespondibiliies
of Bkdder) C
may |nchada Bididers are required to ensurs that cifling mode of data is
falicranng undertaken undar irich security measures, For the sama, any
Selected Diddar weill ciling mede transfer shall be undartabken (Frough tamper
hiavi T make ol the resistant/tamper ovidest device 1o ersure traceabi ity by A Az par RFP

srangements and bear
% SE 063 By pEuabi
data from server of
digitization vendar
WA/ CBSL LEd} and
Fast it an eald élaud
and LTOS

on any misuse of it i transit The device used shall maeet
HERAM or FedRamp standaeds and shedl ensure Data stored in
thix affling divics be secured with FE5.bit encryation
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Page 14:-
Scope of works
Besponzbilithes
of Bidder/ £5P

oy ircluda
folkowirg

SanicE pionided shall

he rétponsibis for

Impdameentation,

mEnasemenl sod
monttodng of DoF,
iP5, 105 Service oic

We would request you o add specfication of oach of the wecurny sevics o
ansug standandization of e salution

1. Antl-DDa%
Tha C5F should have 3 natine manaped
service
ba pratect agawist Distribuiad Denial ol
jarvice
(DD attacks
Tha natrew managed DBt proteciion serdoe
iksuld pravids alsays-on detection and
aufomatic inline mitgatcns 1hat minimize
application downtime and laneny,
That D005 sakution should be sble to protect
L0
FRSOUrCas
& Threal Debsction The C5F should offera
native Tully managed Az per RFP
threst debecism service,
The threat detection servios siowll have
e
capabilties to continuowsly monior foe
malii e &F waduthorized bebavior
Thee natrme thneat dotection anvice shnudd ke
able 1o gEnerate adionable ety
3, Feeweal The C5F should have a highly
available sative
wel application resall
Thit natwe web application frewall should ba
able to protect the web applicatians fram
o mae wak axphsls that could affect

S 1 d

Page 152
Semipe of wooks
FeEsporsinties
of Siddery C5P ‘We understand that Nal will seed highty scaloble storage Prowisioning of scaabie slarsge capadty as
may wvelude agiiice with bast ayailability. We would request (o ploase T
fallowing prowide the SLA required for the archival fiarsge serdes. s requiremaent of BAT and aeailabily SLA& of
Frovisianing of scalsbie pAF aur unekertanding of Part |- paint no. 8, & (e fina ta assime 39,05 e

storage capacity as per
riquingenent af FAl
and avakability of such
SRriCEs 4§ par
Bgresment

thatarchhal storage sardoes availability réquirement = 59.5%
?

whichi is Minancially bucked

Qi:a;kuf,wm havia
wive S
ﬂﬁiﬁﬁ:ﬁ;rm




Page 27:
Leope of works
Resporcibiities
al Riddes” C5P
oy incluce
fedlowing Selected bidder is required o provide
PO We would reguisst pou plesse Increase the retrisval duration C ahit
a ::;"::r:r:m tme b be betweesn 34-38 hrs. which & the indusiry standacd m;;’ﬁ“ﬂ::::ﬁr:::;ﬂ*:lrﬂ- Ay par REP
dlgptal diia an-damand for low cosk retriewal fram archival stonags e i e
Fram LTO, archival the resquast from the depar e
sborage in nat mare
than 34 houry aFar the
request from the
R s
Page 37:
Soope of works
Rusporctalilies
of Bldder/ C5P
may imcluda .
lellowing The regaramant of the DCTR Eo be in different seismic zone ixﬁjﬁﬁ:ﬁﬁmﬁrmh:;ﬂﬂ
The cloud has been removed Dy MeItY in the 20019 C5F empanednent ’
infrastructure for the RFP, As per MEITY guidelines, different seimic sane is not the L “”"'““""‘i:"" Mg 1 o
E reosting of Abhiekh patal ponal should regairad criteria bt ides gudsines for synchranows and Az par AFP
- pronikian f::mTH aﬂhrnmﬂpﬂﬂp::amut and OR. :mum,ﬂ the workioads snd data synchranized senan .
hru:.‘.n:,;ﬂmr reguest MAL i alkow for compliant OF & pesr METY guidelines. — I:lil.lnl:'l:T';lli'I"lrrwnli'l:d .
the werkloads and dats SlaaC -
syncheoeiined scross
Two pEapraphnced
seumic rones within
el i
Paga SR Wi i b el ipgu B please ackd sepadide bee ibems o
10 Areyeure Whis, LB st for bliekh Patal portal as each ome of them have Az g AFP
Form 15 differera units of miasanamint
ANE keeps the dado center locations sirictly confidential to
martain th eecurity and privacy of cuttamar data and alia &8 Ciggadton Annaucie &:
P GO A securily bedt practice, SWS cloud services are empansied Sefi-deciaration from CEF confirming that the | Corrigendum
11 ACEEELTE with MeRY and we have undergone STOC audit for our Asia DT aned DR locathons proposdd to offer cloud | W9 be issued
Anresure & Pacfic |Mumiaed) Begion and A=ia Pecilic (Myderabad) reglon seryicas for this project 2ce within Inda. SCON
far all 3 svalability Tanes. Requeest pou b pleass changs this
FEgiEramang
Q-m Qﬂu ww/ Ct me
008 Wi anr
3"’55 ) FARID m-lm AD
o e e e
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12

Pupe 17:
Scape of warks
Recponshlities
of Giddar C5P
may nclude
Fallowing=Park Il
Hot Cloud Starage far
the POF's L5 0ML
being hosted an the
Abkillckh Patal partal
[t e abhilek® patal infjipuath) alomg
with prowiding the
VS, Load Batancers,
Fireswall, Bousers, snd
oihar infrastrucsura
raquirad Far seambes
operations of the web
partal

13

Plegss provide solumetric of Ashikekh Fatal ke rambar ol
Monthly Active Users, Average Conturent L, Besk
Concurrent Liers aic for dessgning the solutiondinfrastructure
0 hest Abhilekl Patal on Clowd

De=tails are
avislahble an
thee sitp
g wwwa
Ehikekh-
patalinfjspulf

Page IT:
Scope of work>
Re=ponsibilites
al Badder) O

midy inchude
folowing
SELECTED BIDDIEN 14
Fefuired bo sEpace up
10 100 senice data
ralrinyvs! reguesis
owary

wear with limik of 25 TH

Irirm the archeval cloud

free of cost. Howeeer,
thane will Be s

much limit for the daia
rotriaval from LT0sS

Pease clpnfy if 25 TB data retriesal imit & tor eemp bt yede or
PRF FRGuEt]

A5 T cata

| retrissd limit for

100 servics

eCrEst pensr
yoar
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i{d:l:'i‘ﬂ.fhb C5Ps like 8WS &fTer cloge] services in an an-demand and " service™ model
Aspersibiitisg Customers can grevition virtual mechines,
of Bidger/ C5P mnnﬂ:::rm ;enrim asrequined, canfigure tacuity
iy can muritor § manags thair virual private doud
14 TJI:i-:‘ evdronment (through AWS Marsgement Consale] deployed t‘""""!”::’:‘““ CSP's rmspons bilRy s
Paint Mo, 2,3 4 56 7, an dowd withaut shy dependancy fromn the C5F. For custamars ¥ TS pOnGoity #us per BFF
&, 45,15, 17, 19, wihi psdd help in managing the cloud sardoe ergiranmans,
03131, 13, 24, 35, A% hay multiple partners, MSPs i this case The bidder], to
mﬂrngraul a1, ml"llﬂ'ldﬁﬂdil'n"-l'##nthhm hcha]ful!iu:hmnnr.}lqrgq,
343637 and 78 Wil reguass] wau bo please change the clause
Fage I4: -
S of works
Aespansibilfios
af Bidder! C5F
mry Inclusde
Telging
#aintain and manage e regueest you to mentian AFO B AT fer the application, Cicesd diploymeant chitecbure for DCEDR
thi reguined petwark Glwen MA| want taamlns experence for user of Abhilekh patal for
15 componants far choud porftal with ness zero downitime and data oo, we also Suppea Abkickh Patsl petal to ansure Fraa
servlcas. Seiup and b ghve exira marks io tha bldder provideg better RPO & ATD AT and BRO of near fere= 10 Marks ot
canfgure Vi, in“sdditiceal complemeniary services’ of the QUBS scoring ATE nd AP <= 15 Minutes & & rarks
storagn, databass, takée [H10 = 1 hre and RPO <= 15 Minutes = § mark
fEPunek #1c. at OF siie
meeting RFO 20d ATO
ragFarEaniL of B
BSML
TR Is move for pigenicalion whe are inta
predlye] enginesnng and software
development . The geal af CWfd) @ 1o Corrigerdlum
1 Fage Murmbss 17T under sechon 111 Eligibllity Criveria, poing number 4 Copy af Valid CAMMI kel gariificsts establtsh a quality management system and | Wi be |ssied
Tartum on cortindous Fmiprovement. Cas Ths aoan
Bidder submit Quality management syeiem
wtancard IS0 9001:201% instexd of CAMI
TAL® il darta cenvter provices adga services cuiriigandn
TIER IV with Hyperscala hosting , 8dge canicis and AML pro-actve security | and AYML pro-sctive security 50 WAl
2 Mape Mumber 20 under QCES Sooring tadde , sarial niamber 1, sub point § < WAH Grobuction hivis e give 18 podkrtx I g el ® Hmrn:ﬂi::ﬂmﬁ.l Wi be tssusd
paints foe this . -
3 F'u_E Bumbaer 20 undar O08S Scoving tabde | garal number & Digital Rapasitary Management Softeare Ary Particulsr Fratur:rmrzquun-u At par AP
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Maintain and rmarage the reguied network compoments far the choud
services: Setup and configure tha Yis, ssoraps, Newark, Database 85c. al

Bage Mirnber 24 under Paint 16 : Scope of Woark, Point Husber 2 DRt siee Poatieg RS {Recavesy Faint Ohjectie) and BTE (Recavery Time Bioes the B8 needed anly for Hot Clasa mg:.;m
Dpersticaa) resquirements of NAl Servics provider shall provide access to *
fiogs fiar aralysks for hot choud
- Servioe provider shall onduie cammitted fime taken for restorstion of dats | o the bldd=r needs to provide the backug
Fage Murnb d LHTOE
i wf 15 andar Paint 16 ; Scope of Werk, Poing N r 15 fram Backue as dairsd s b Bt chuts a1 B st 1 s
Az par Industry Morms the biddsr and C5P in
vl The Biddhar iy sl CHP) reisds o ghve an
P Humbe 26 under Paint 15 - Scope ol Werk, Paint Mumbsr 38, Mandatany Dt will have fo alerays remads within indla ard hosted only on the semer m:::'“ mrpm“:::?i?:;:m: K E;F:B:h d
llequiramest Soet Humber 3 whinta bncation b within Indiz. — : =
S = e M mlirtaking iy critical in ensuring that the sao
data remains within the legal and regulatory
[reneweek of oo country,
CBSL
Serdce
provider shall
Scope of Work, Bidder Respasinllity Previde RTO and BPO requirements of | provide sces
Fagi numbar 34 AR RIL: a0l BT Faqtiremieni NAE o logs for
analysis of Hot
Cloud
Air Gagp has b
b RBitaingd
. by e bidder
Alditional Reguiremmsns - i pravide detads an the Airgap
pBOe numbar 27 Meniter the Airgap reqUEaTE for keeping the
ki al
Archival Ooad
ata on LT0_|
1- Kindly Suggest wha is prowiding
Irbarnat, MIPLS and reglhcatson
Dardwidin? In cags CUBIOImarn, paase
prowids capacity of each fink ae DC and
DE.
. 2- In coss customaer is taking care of
: H |
Resparsibility of bidder st page 24 ImpIEMEREAtian, management and mantaring of OGS, 5. 105 1 intamat nandwitth, we suggest prease Ex:;”

baundled D0oS protection a2 [SP level.
3- Please dofine secarty controds

meguirgd along with theoughaut / sizing

1 codrei mach bidder on same grownd.
e can mention lkoe NGFW, WAF,
HIPSECA, log mansgamant aba,

"I\L-t (4 \JLLVJ;{QE jate v £ .
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What is the frequency reguired ta dy

4 Recponsibility of bidder at poge 24 Imalement ant -makears ard conduct reguilar VAPT  yapT &5 ner BFF
Is total 15 PB siorage combemed usable
) capacity betwesn LTO% arnd doud
5 Fart I, Archival storage at page 26 1% PB storage storege, if 3o kindly provide the A per BPE
percentage or it will be 15 FE aach far
: cloud and LT
5 Part I, Het cloud serage at page 27 550 TH storage In HA " hex "'“‘"’” E”““I""dm'-";ﬁ R bl -
¥ias all
wadyidi]gitity)]
Al consartium panmar joinkly satishied | partner joirily
BB i
7 Consartium Conpartium the qualification criteria, please clarify | saisfod the
guaifcation
critedin
CIPL
In a phased
; Tulal Leshle Cipacaty 16 be peenigigeunl e thip Feopect will ba | 5PR inoa phesed | Does the LT Tape Lhrary be sized Sor Srerage ol | Mannar with
i 6 Part 1, Peint 3 Scope of Work manas o  ¥ears 1418 fram Dy 17 alimit of 25 T8
e day
Thie m 2 Fusctanality af ke lackup Saftwars, Corigendum
3 16 Part I Palit s of Work LT Mlanagestzn Safiwans which b fetarss of Duta [ntegrity, ¥erilicdon sml | Dees WA bavr sineady beee 2 Baciesp Softwam m Wil b & |
v ¥ Cuality Checking Repurt has m b previded by Yender Flacz or s Mew Compalible Baciup Sofiwsng to be
proviganed by the Biddar Y
This i & Fusctienalily of the Backup Safiware |
! Seferad Biddes to make s ol ap laredligent Soflware 1o sainiain, mampe sad | Deet MAJ keve slready baoe § Backop Seftwore m
4 D b o mariier the Air-Olap aed connzcind Mealia Plare ar a Mew Compatibde Bockup Soflwmes g be AEpIrHEE
provisoned by the Eidder
g 120
This b & Fusctienality ol ths Backup Sofware, | Compatibie
. Diare Mafisme it Sollwive 1 be tepable o dupsamng woikled robsgieal, po- | Dosd MAD ke sheady bave 8 Bickup Seltware m Backup
4 IT: addidans] Hequirments atlive hackip and deasie reovery Place ara Mew Compalible Backup Sofiwens 10 be | Sofvaare 1o be
provizenad by the Bisder proviscned by
1o Bichilmr
In a phased
. Dz LTOH Cartridges b0 he provisicand for 14P8 | manrmer with
5 il H al Wark :
Seipe 1 o [ay | by ibe Hidde alimit ol 25 TH
per day
R 145 of Wark Addar ra manape. mairsain mod Mondiar for & Peried o0 5 Yeys and contract con be Far LTO Tape Libiery Svares, B Ml s per HEP

ewtereded by amiber 5 Yeers

‘Winmaaly DTering will b2 7 Vear
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Crnrric dibservatiin

LT driwes with fall backward seisd and wrs companisdiny expericso:.
wiih Huive easpacity of (K TD,

Tanz b= write a [l tape o8 max speed Chismes) of] 230 DER, Tezhmics]

LTC-0 drives or above version whick offer full backnard read and weite enmpatihifey :mmrﬂ-ﬂéﬁlm u.-.m.,-.::
- maedi anly,

Advertind caparity jrompresed) of £5 TB, Max qesd MILy {uscotnpressd) oF 4ga, |70 Sl i wa neod o resine ol diaa ifyes fun

specify from which LT Generstian

it is a fregh
project

Iron Mountain

Saction Eliglbiity Critera
Pap= Mumber 17
Pant Mo, 2

The bidder shoud have sapariensd in execating projecs of sugmply,
in=zallation, testine, camissioning, Ok for prokect Islouding soplicatios
Euilding ared Cloud Services provided an Meity smpanelled cloud and
ITATESF FMS fowr any caniralf ssate govt/Private Insitiutue/PSU ar

21, B021-32, 2032-23 ared 10 1he time of bid submissian)

Sactian Ehgibiliy Criteria
Page Number 17
Fort Mo 3

Rovernmant hody! institution in india during et thres Baencial years (2020

Az this bid & to provida lrastnectare as a
serice and does not involve application
building 2nd Henco reguisting oustamer o
kincly rermove the eaperience of application

Buiding.

Raguris yau 1o Rindly modify this calose as
bebra to enable Qualified Bidder 1o
Pacticipate

* The bidder or consortiem partners showid
hive experience in executing projects of
supply, rstallation, testing, toenissioning,
O&R By pragect badcuding Cloud Services
provided an Medy emaenebid cloud and
ITAITES; FAdS Tor mry cemtrall state
gt Private insiitutun! PR & gaverrement
body) instigution in indis during last three
financial years (2080-21, 2021-32, 2022-53
and £l the time of bid submission)

AL per RFF

T respandant showold have minimam seecste turnover of atleast 100
crores during last 3 fmancial year

Bequesting Custamer (e ammecd the dause
&5 pkoe T @ nabile Meitry Empanaaled C59
to particcipate in the ed

1. Kingly change minimurs avsrago tsisinee
trileria to atleast B0 Cr. Duwing les 3 yeary
ur

E, B ldis, we operate as % between Inon
Miguntas Datseantor gnd Webwerks, Jaint
Credential of W partners (weigihed averaps
as per sharaholdirg) 5ould be considenad in
the bid,

&5 por RFP
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Datacenter Tier 3~ & Marks

RFP sk i§ Toer Aleity empanelled sordloe
provider-and should not diferantiste g per
tiering af Dalacentar,
Hyperidale bastng |5 nok a testimanial al

Section QRS i
pﬁmﬂm Tier &- & Marks better servicns and hance the additional | =7 FERdum
PR Tier 4 with Hyperscale Hosting, Belgs Serdces and AUML proactivace security | searning based on same shall bo remaved. W b lisued
S0 WAN protection-10 marks For simitar doud based reuirement, Tier 3/ —
Teer 4 are considarod &t qualification ard
shodild lba iroated dame 35 per Meity
Eﬁ_rrdﬂl"l.‘::.
Datacenier Uptina will mat iranslste inks
senvice uptima, the scoeing shall b= based on
Secthon CCES Scoring table Service uptime guarantes thal a serdce Corrigendum
Page Number 20 Datacenter Liptimie and Object Durskdiny pfavicks can comrad, ‘WAl be issuad
Fomnit Ma, 3 Uipto 5= Lne
oUN - 99.5%
#5.5% to 9500
Renuesting customar o kindly canfirm Che
B i
Section BCBS Scoring table IF biiddar is quating 4 sal il
Fage Rumbsr 2 Rk Y g
il::lrll No. & o Bheeanch tacknaliogy partners, seperience of AEPRraFs
technology partnars shall ke cangidared Tor
thiewaluation as same lechnology will be
deployed for the secap a1 HA
Requesting oestomer to kindly canfirm the
biliw:
Acditioral pueny Genersd Duery-NIA Datacenter Dioes MIA has inhousa dataantes with gl
required space, conling. powsr and nebwark Pk
cornectivity for setting wg the LTO
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